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I. Analysis of current law and case law

The Groups are invited to answer the following questions about specific exceptions or permitted uses existing in their national laws:
1. What exceptions or permitted uses apply to a service provider in relation to user-generated content (UGC)?  Are there any limitations on those exceptions/uses, for example when the service provider is put on notice of unlawful content uploaded by internet users? Would they also apply to UGC sites which likely attract infringement? Which types of service provider may benefit from such exceptions? What content does your jurisdiction define as UGC? Would exceptions for UGC, for example, apply to UGC sites such as YouTube or social networking sites such as FaceBook?  
Romanian legislation makes no express provision for a defintion of user-generated content (UGC).  However, law no.365/2002 on electronic commerce (“E-Commerce Law”) which implements Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, in the Internal Market (“E-Commerce Directive”), lays down certain exceptions to liability of  information society service providers.
The E-Commerce Law defines the information society service provider as any legal or natural person providing an information society service, meaning any service which is normally provided for remuneration, which operates at a distance by electronic means, and at the individual request of a recipient of the services.  Although there is no explicit definition of each type of service provider which may benefit from the available exceptions, the general definition is likely to cover most commercial Internet service providers, including those owning/storing UGC.  Consequently, the exceptions set forth by the E-Commerce Law may, under certain conditions, apply accordingly to UGC sites which are likely to attract infringement.  
The general rule under art.11 (2) of the E-Commerce Law states that service providers are liable for the information provided by themselves or on their behalf.  Nonetheless, they shall not be liable subject to certain conditions relating to mere conduit, storage-caching, storage-hosting, information search tools and hyperlinking. Such exceptions mainly reflect the provisions of the E-Commerce Directive on such matters.
Mere conduit

Under art.12 of the E-Commerce Law, a service provider is not liable for the information transmitted under certain specific circumstances (“mere conduit”). In this regard, if the service consists of the transmission in a communication network of information provided by a recipient of the service, or the provision of access to a communication network, the provider is exempted from liability if it does not:


(a) Initiate the transmission;


(b) Select the receiver of the transmission; and


(c) Select or modify the information contained in the transmission.

Also note that such acts of transmission and of provision of access include the automatic, intermediate and transient storage of the information transmitted, if this takes place for the sole purpose of carrying out the transmission in the communication network, and provided that the information is not stored for any period longer than is reasonably necessary for the transmission.

Hosting

Art.14 of the E-Commerce Law lays down the required conditions for exempting service providers from liability when they store-host information.  As such, if the service consists of the storage of information provided by a recipient of the service, the service provider is not liable for the information stored at the request of a recipient of the service, if any of the below conditions is satisfied:

a) The provider does not have knowledge that the stored activity or information is illegal and, as regards claims for damages, is not aware of facts or circumstances from which it results that the illegal activity or information might prejudice a third party’s rights; or

b) The provider, upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable access to the respective information.

The service provider shall be, however, liable when the recipient of the service is acting under their authority or control, e.g. an employee.
In addition, under the E-Commerce Law, a court or administrative authority is empowered to require the service provider to terminate or prevent an infringement. 

General obligations incumbent on service providers
Service providers are neither bound by an obligation to monitor the information they transmit or store, nor by an obligation to actively seek data indicating any alleged illegal activity or information.  Nevertheless, they are obliged to:

a) Inform competent public authorities, within 24 hours, on any alleged illegal activities undertaken or information provided by recipients of their services, if the service provider is put on notice via a complaint on such activities/information submitted by any person. Upon competent authorities’ request, the service providers must communicate data enabling the identification of recipients of their services with whom they have permanent storage agreements.
b) Permanently or temporary suspend the transmission within a communication network, or storage of the information provided by a recipient - especially by removing or disabling access to such information -, the access to a communication network or the provision of any other information society service, provided such measures have been imposed by a court or administrative authority. 
The Implementing Norms of the E-Commerce Law sets forth an additional obligation for such providers, i.e. making available on their website of a free-of-charge procedure allowing any person to submit complaints on alleged illegal activities/information undertaken/provided by the recipients of their service. We are not aware of the actual implementation in practice of such obligation.
Romanian courts of law developed rather a sporadic case law on the above matters.  An interesting case is representated by a legal action brough, in 2009, by AIMR (Association of Romanian Music Industry) against Trilulilu (the largest streaming website in Romania, with user-generated content) and Hostway Romania (a company offering web hosting services). In early 2010, the three parties concluded a transaction agreement under which Trilulilu undertook the obligation to implement the technological measures requested by AIMR (i.e. fingerprinting allowing content filtering) for securing a lawful use of audio-video copyrighted materials of AIMR members.  Further, in early 2011, Trilulilu and Universal Music signed the first license agreement in Romania, agreeing to share revenues from advertisements. Under this agreement, Trilulilu is authorized to stream any musical song in which Universal Music holds rights, regardless of such song being uploaded by Trilulilu users.  The case appears to be pending.   
2. What exceptions or permitted uses apply in relation to temporary acts of infringement? Do transient/temporary copies of electronic works, held for example in a cache or in a computer's working memory (RAM) amount to infringing copies?
Copyright Law provisions

Art.2 and 5 (1) of Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the harmonisation of certain aspects of copyright and related rights in the information society (“InfoSoc Directive”) referring to the reproduction right and transient/temporary copies, have been implemented into Romanian Law no.8/1996 on copyright an related rights (“Copyright Law”).  

Under the general rule within art.13 and 14 of the Copyright Law, the legitimate owner has the exclusive right to authorize or prohibit direct or indirect, temporary or permanent reproduction by any means and in any form of its copyrighted work, including any sound or audiovisual recording, and permanent or temporary storage of such work via electronic means.

However, art.33 stipulates an exception to such rule.  Hence, the reproduction right shall exempt the temporary acts of reproduction only if such acts fulfill the below conditions:

i)  Are transient or incident;

ii)  Represent an integral and essential part of a technological process;

iii)  Their sole purpose is to enable:

· the transmission, within a network between third parties, by an intermediary, or

· the lawful use of a work or other protected subject-matter; and

iv)  Have no independent economic significance.
It must be borne in mind that these conditions are cumulative; non-compliance with any of them will not trigger the exemption of the act of reproduction from the reproduction right.  Like any other exception, it is of strict interpretation and should be applied only in certain special cases which do not conflict with a normal exploitation of the work or other subject-matter and do not unreasonably prejudice the legitimate interests of the rightholder.
E-Commerce Law provisions

In addition to provisions of the Copyright Law, E-Commerce Law lays down in art.13 the conditions to be satisfied for a legitimate temporary storage of information.  Such article mainly reiterates the caching-related provisions of the E-Commerce Directive.
Thus, if the service consists of the transmission in a communication network of information provided by a recipient of the service, the service provider is not liable for the automatic, intermediate and temporary storage of that information, performed for the sole purpose of making more efficient the information's onward transmission to other recipients of the service upon their request, if the provider cumulatively meets the following conditions:

(a) Does not modify the information;

(b) Complies with conditions on access to the information;

(c) Complies with rules or custom on the updating of the information, specified in a manner widely recognized and used by industry;

(d) Does not interfere with the lawful use of technology, widely recognized and used by industry, to obtain data on the type or use of the information; and

(e) Acts expeditiously to remove or to disable access to the information it has stored upon obtaining actual knowledge of the fact that the information at the initial source of the transmission has been removed from the network, or access to it has been disabled, or that a public authority has ordered through its decision such removal or disablement.

In the light of the above, we would argue that the transient/temporary copies of electronic works such as those made while searching the web and held in a computer's RAM (Random Access Memory) or cache memory - provided they meet the required legal conditions - are unlikely to amount to infringing copies.  The alternative solution of relying on implied licenses for such type of uses is highly unrealistic and would afford unreasonable extended protection to right holders. 
Note, however, that the precise meaning/applicability of these provisions has not been developed yet by Romanian courts of law.
3. Is there a private copying exception? If so, what is its scope? Should copyright levies apply for private use? If so what uses should be subject to the levy?
Art.34 paragraph 1 of the Copyright Law provides for a private copying exception which states that it does not amount to copyright infringement the reproduction of a work without the owner’s consent, if made for private use or for the normal circle of a family, and provided three conditions are cumulatively met.  
In line with Berne Convention for the Protection of Literary and Artistic Works (“Berne Convention”), Agreement of Trade-Related Aspects of Intellectual Property Rights (“TRIPS”) and InfoSoc Directive, the private copying exception provided for under Romanian legislation must meet a three-fold condition: 
a) The work has already been communicated to the public;

b) The reproduction does not conflict with a normal exploitation of the work and
c) The private copy does not prejudice the author or the legitimate right holder. 
Since acts of private copying may qualify as “certain specific cases”, it means that it also complies with conditions of the so-called three-step test of the Berne Convention.
Private use may be either domestic or professional and the reproduction for such purpose is available only for the private use of the individual making the copy, not of others.  Therefore, the private copying exception only means that individuals lawfully accessing a copyrighted work, are not required to ask permission from the right holders when they have the technical means to make a copy of that work, if such a copy is made exclusively for private use (i.e. the copy must not be sold, rented, exchanged or lent outside the private sphere).  Romanian private use doctrine concluded that “the normal circle of a family” encompasses relatives plus the normal circle of friends, excluding simple acquaintances.  
Under the Copyright Law, the reproduction of a work for private use is free, however not free of charge. Due to the fact that legitimate authors must be adequately compensated for the use of their protected works, they are entitled to a fair remuneration. Hence, under art.34 paragraph 2 of the aforesaid law, copyright levies are imposed to manufacturers and/or importers of recording equipment and/or blank recording supports, irrespective of the type of process used (i.e. analogue or digital). They consist of a certain percentage of customs prices - for importers - or of value (VAT excluded) of supports and equipments when put on the market by manufacturers thereof.

Copyright levies were designed in the “analogue era” for applying to equipments which had a copying function only, and right holders could not prevent private copying of analogue material. In the “digital era” though, equipments do no longer serve the single aim of copying. Right holders arguably have now technical means to prevent digital copies. Commentators argue that, soon, content will be entirely offered across platforms and equipment and copying will become a ubiquitous function of any equipments, machines and devices. If all transmissions within the system allegedly will require technical copies to be made, manufacturers or importers of equipment will no longer be the only ones obliged to pay the copyright levy for private copying. 
4. Under what conditions do the hyperlinking or location tool services provided by search engines infringe copyright? Are there any exceptions or permitted uses relevant to this activity?
The E-Commerce Law sets forth in art.15 the exceptions pertaining to information search tools and hyperlinking services.  As such, a service provider which facilitates the access to the information made available i) by other service providers or ii) by recipients of the services offered by other providers, while making available to the recipient of its service of certain information search tools or linking to other web pages, will not be liable for such information, if any of the following conditions is satisfied:
a) The provider does not have knowledge that the activity or information to which it facilitates the access is illegal and, as regards claims for damages, is not aware of facts or circumstances from which it results that the respective activity or information might prejudice a third party’s rights;
b) The provider, upon obtaining such knowledge or awareness, acts expeditiously to   remove or to disable access to the information.
However, a service provider shall be liable for the respective information if the illegal nature thereof was ascertained through a decision issued by a public authority.  Moreover, such service provider will be liable if the recipient of the service is acting under its authority or control, e.g. an employee.

In a nutshell, search engines providers (falling under the general category of information society service providers) appear to be excluded from liability for copyright infringement subject to the above conditions.

Further to a non-exhaustive research in public databases, we are not aware of any relevant Romanian jurisprudence on copyright infringement via hyperlinking/location tool services and/or exceptions or permitted uses related to such activities.

5. Are there any other exceptions or permitted uses which you consider particularly relevant to the digital environment (not previously studied in Q216 A)?

Other exceptions or permitted uses of significance in the digital environment would refer to, inter alia, i) the reproduction within educational activities, public libraries, museums and archives without any direct or indirect commercial or economic gain, or ii) the reproduction, distribution, broadcasting and public communication of copyrighted works in favour of handicapped, if such works are directly linked to the respective handicap and within the limit required by such handicap; no direct or indirect commercial or economic gain should be involved. The aforementioned exceptions neither require the right owner’s consent, nor payment of any remuneration.
In addition, an exception relating to the public lending right, e.g. public institutions offering e-books/audio lending services free-of-charge, benefits of increasing attention. In principle, under the Copyright Law, public lending of copyrighted works does not require the right owner’s consent. Still, it entitles the right owner to a fair remuneration which is mandatory collected by a collecting society representing Romanian right holders (including those who did mandate the collecting society in this regard).  Note, however, that the fair remuneration is not due if the lending is performed through free-access public libraries and libraries within educational institutions.
II. Proposals for harmonization

The Groups are invited to put forward proposals for the adoption of harmonised rules. More specifically, the Groups are invited to answer the following questions without regard to their national laws:

6. In your opinion, are the exceptions to copyright protection for (i) user-generated content, (ii) transient/temporary copies, (iii) private copying (taking into account any copyright levies) and (iv) hyperlinking in your country/region suitable to hold the balance between the interest of the public at large and of copyright owners in the hi-tech and digital sectors?
As previously stated, Romanian legislation has implemented the Community acquis on copyright- and Internet service providers-related matters. However, available case law on such matters is sporadic and insufficient and the doctrine may still be improved in developing these concepts. 

In the hi-tech and digital sectors, such exceptions appear more and more unlikely to properly manage the balance between the interest of the public at large and of copyright owners.  Digital copies are increasingly widespread among users and copyright owners become more vigilant and broaden their awareness when it comes to their copyright prerogatives. 
Therefore, it calls on more effective sanctions to help preventing digital copyright infringement.  Romania benefits of one of the best average speeds of Internet connections in Europe and due to a high level of online piracy activity (via peer-to-peer networks for file-sharing of music and video materials), the protection of right holders is enormously lowered in practice.  

Under its art.139 paragraph 5, the Copyright Law allows copyright holders to bring legal actions before competent courts against intermediaries whose services are used by a third party to infringe copyright or related rights and even claim damages.  Thus, it appears that, under Romanian legislation, intermediaries can be held liable of indirect copyright infringement for their users’ illegal activities. 
Although there have recently been several litigation cases where private users were brought to court for alleged illegal communication to the public of large amounts of shared files via peer-to-peer networks, the practice is rather limited.  Moreover, it seems that, in practice, individual users sharing large amounts of copyrighted material are more likely to face a potential legal action before courts of law than Internet service providers.  According to information displayed by AIMR on their website http://www.aimr.ro, their inspectors survey the Internet for hosting and selling music websites, storage and transfer of files sites, for identifying individuals who make available and facilitate access to copyright protected materials.  Yet, torrent sites and hubs of DC++ file-sharing program appear to be the priority. 

7. Are these exceptions and permitted uses appropriate to the technology, understandable and realistic? Do they contribute to a situation where copyright is enforceable in practice?
The wording of the Romanian relevant legislation has been several times amended and, currently, it mainly follows the provisions laid down by international and Community statutory instruments relating to copyright and Internet service providers.  
In theory, the exceptions and permitted uses under Romanian law are understandable, may be appropriate to the technology (subject to certain general legal interpretation) and may contribute to a situation where copyright is enforceable in practice.  However, even regardless of the implementation of the E-Commerce Directive into the E-Commerce Law, the latter is still not widely applied.  Projects initiated by non-government organisations such as ApTI - Association for Technology and Internet (http://www.apti.ro/apti-english), aim at promoting and raising awareness of applicable e-commerce and any Internet-related provisions among stakeholders though.
8. What, if any, additional exceptions would you wish to see relevant to these areas?
None, at this stage.
9. Given the international nature of the hi-tech and digital fields, do you consider that an exhaustive list of exceptions and permitted uses should be prescribed by international treaties in the interests of international harmonisation of copyright?  Might you go further and say that there should be a prescribed list? If so, what would you include?

We are of the opinion that the copyright system should not be limited by the creation of an exhaustive/prescribed list of exceptions and permitted use, as this is unlikely to be the right answer to the issues raised in nowadays digital environment. We believe, however, that international harmonization of copyright legislation should remain an aim, but without confiding the regime to a predetermined set of exceptions.  Initiatives at international and Community level are welcome to amend current IPRs strategy and establish new standards more fit for the purpose in the digital age and which may be implemented into national laws. Nonetheless, such standards should be non-exhaustive and leave each jurisdiction with open options appropriate to its own practice.
As a general comment, the three-step-test rule established under the Berne Convention would be sufficient for holding the balance between right holders and users of their works, if legal relevant provisions were actually and properly enforced in practice by different stakeholders and competent courts and authorities.  
Summary:

Romania is a Member State of the Berne Convention, TRIPS and WIPO Copyright Treaty of 1996.  In addition, Romanian legislation has implemented the InfoSoc Directive and the E-Commerce Directive. With a view to its general wording, the national legislation appears reasonable competent to secure the balance between right holders, consumers and providers of infrastructure and devices in the digital context.  

Copyright Law provides for a set of exceptions and limitations to the exclusive rights which mainly reflect the exceptions and limitation schemes available in the above-mentioned international and Community statutory instruments.  It, thus, reiterates the so-called three-step test when defines the private use exception. The private use doctrine is abundant but mainly deals with exceptions relating to analogue age-related copyrighted works. 

Concepts such as transient copies, user generated content (UGC), hyperlinking or location tool services are insufficiently covered in practice. Moreover, initiatives addressing the blocking of websites by Internet service providers due to users’ illegal activities, are controversial and may involve a limitation of freedom of speech, unreasonably transforming the providers into censors of transiting information. Due to limited case law on such issues, accompanied also by limited enforcement of relevant legal provisions, one raises many question marks and offers insufficient answers.  
Sommaire:
La Roumanie est un État membre de la Convention de Berne, des TRIPS et du Traité de l’OMPI sur le droits d’auteur de 1996.  En outre, la législation roumaine a mis en œuvre la Directive InfoSoc et la Directive sur le commerce électronique. En vertu de caractère générale, la législation nationale roumaine paraît un instrument adéquat pour assurer l'équilibre entre les détenteurs de droits d’auteur, les consommateurs et les fournisseurs d'infrastructure et de dispositifs digitaux.
La Loi roumaine sur le droit d'auteur prévoit un ensemble d'exceptions et limitations au caractère exclusif de ces droits, qui reflète en principe les exceptions et les systèmes de limitation régis à ce propos par les  instruments internationaux et communautaires susmentionnés. La Loi, donc, reprend le soi-disant teste en trois étapes lorsqu’elle prévoit l'exception de l’usage privé. La doctrine de l'usage privé est abondante mais, en général, elle ne traite que le sujet des exceptions concernant les créations protégées spécifiques à l’époque analogique. 
Concepts controversés comme les copies transitoires, l’UGC, les services de type location tool sont insuffisamment couverts par la pratique. Aussi, les initiatives de blocage des sites Web par les fournisseurs de services Internet en raison des activités illégales des utilisateurs, sont eux aussi des pratiques discutables, du point de vue légal, qui peuvent impliquer une limitation de la liberté d'expression des utilisateurs, en faisant les fournisseurs devenir des censeurs de l’information transitant le Web. Finalement, la jurisprudence en la matière qui est assez timide et le fait que les dispositions légales relevantes ne sont que rarement appliquées, laissent bien des questions quant l’applicabilité pratique de la Loi sur les droits d’auteur.

Zusammenfassung:

Rumänien ist ein Mitgliedstaat des Berne Abkommens, TRIPS und WIPO Urheberrechtsabkommens von 1996.  Darüber hinaus hat die rumänische Gesetzgebung zum Urheberrecht die InfoSoc Richtlinie und die E-Commerce-Richtlinie umgesetzt. Mit Blick auf ihre allgemeine Formulierung scheint die nationale Gesetzgebung angemessen zuständig, um ein Gleichgewicht zwischen den Rechteinhabern, Verbrauchern und Anbietern von Infrastruktur und Geräten im digitalen Rahmen zu sichern.  

Urheberrechtsgesetz sieht eine Reihe von Ausnahmen und Beschränkungen der exklusiven Rechte vor, die hauptsächlich die Ausnahmen und das Beschränkungssystem in den oben genannten internationalen und gemeinschaftlichen Rechtsverordnungen widerspiegeln. Damit wiederholt es den sogenannten Drei-Stufen-Test, der die Ausnahme im Falle der Privatnutzung bestimmt. Die Lehrmeinung der Privatnutzung Lehre ist überschüssig, aber es handelt sich hauptsächlich um Ausnahmen in Bezug auf analoge altersbedingten urheberrechtlich geschützten Werken. 
Konzepte wie vorübergehende Kopien, User Generated Content/ Benutzer erzeugter Inhalt (UGC), Hyperlinks oder Lokalisierunginstrumenten werden in der Praxis unzureichend gedeckt. Außerdem sind die Initiativen, die das Blocken von Webseiten durch Internetanbietern wegen  illegale Aktivitäten der Benutzer umstritten und sie können auch mit einer Einschränkung der Meinungsfreiheit verbunden sein, was unverhältnismäßig die Anbieter in Zensoren von Transitinformationen umwandelt. Sporadisches Präzedenzrecht zu diesen Themen, zusammen mit der begrenzten Durchsetzung der einschlägigen gesetzlichen Bestimmungen, stellt vieles in Frage, ohne genügende Antworten zu bieten.
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